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Job Description

	




	Job Title: Pan-London IG Officer
 
	Service Area and Team: LOTI


	Grade: D
	Post Number and evaluation number: TBC

	Date last updated: 
11/11/2025

	Reporting to (Line manager of post):
Pan London Information Governance Lead
	Responsible for (Inc Staff and budget responsibility): N/A


	

	Our Values: 
Trust Through Collaborations - We believe collaboration helps us learn, grow, and explore new ideas – giving us the confidence to experiment, be creative, and deliver a real impact. We foster a culture of trust where open, honest conversations are valued and it’s safe to challenge. 
Rooted in respect - We respect the different cultures, backgrounds, and perspectives represented within London Councils, our partners, and all who live and work across London’s boroughs. We create space for every voice to be heard and valued. We call out current, historic, and systemic prejudice, seek out different views, and act with integrity to achieve fairer, more equitable outcomes
Driven by Purpose - We are driven by our individual and collective purpose to make London a better place for everyone who lives in, works in, or visits the city we’re proud to call home. Our commitment to making a positive, meaningful, impact across all London boroughs and communities shapes our actions and guides our decisions.
Equality and Diversity - We are committed to and champion equality and diversity in all aspects of employment with the London Councils.  All employees are expected to understand and promote our Equality and Diversity policy in the course of their work

Health and Safety - Adherence to health and safety requirements and proper risk management is required from all employees in so far as is relevant to their role.  All employees are expected to understand and promote good health and safety practices and manage risks appropriately.

	



Overall Purpose of Job: 

To support the growth and delivery of robust Pan-London data sharing 


Job Summary:

The Pan-London Information Governance Officer will play a crucial role in supporting the development and implementation of robust information governance and data sharing practices across London; supporting projects to deliver service improvements that protect the most vulnerable in society and encourage thriving communities and individuals.

When creating the Pan-London Information Governance Lead role in 2022, LOTI’s aim was to try an innovative approach to help build privacy by design into multi-agency collaboration, and minimise friction when upwards of 30 organisations are planning to share personal data. We consider the ambitions and responsibilities of all parties, to advise on actions, and draft guidance and agreements, that reflect the pan-London (and occasionally national) position, and not that of a single organisation. 

We are now expanding the team with the role of Pan-London Information Governance Officer, to work within this pan-London approach. We’re looking for someone with strong information governance knowledge and experience, who enjoys problem-solving in new, complex and sometimes ambiguous environments, where both creativity and pragmatism are required. 

You will advise colleagues at the Greater London Authority (GLA), London Councils, London borough councils, and partner organisations like the Home Office, Metropolitan Police, property developers, utility companies, and health trusts. You will work on a variety of projects, with a focus on the Data for London Platform, Get Britain Working Youth Trailblazers, and projects funded by the GLA Good Growth Programme; particularly around upgrading London’s Infrastructure and retrofitting buildings to achieve the Mayor’s Net Zero goals. Examples of existing pan-London collaboration projects are the Strategic Insights Tool for Rough Sleeping and the Pan London IoT Damp and Mould Project.

The Mayor of London's Data for London programme wants to make it simpler for people to share and use data held across London to improve the city and benefit Londoners. The Greater London Authority is building a new platform for data sharing and a user-friendly service to facilitate easy data discovery.  We’ll also develop a new set of standards to foster collaboration between councils, universities, government agencies and others across the city. 

With GLA colleagues, you will participate in the agile software development of the Data for London platform, supporting the project team to ensure that information governance best practices are represented in the product life cycle and reflected in the end user experience of the platform. This will include attending regular development team meetings as well as supporting user research with information governance colleagues across London. 

With the oversight and support of the Pan-London Information Governance Lead, you will assist in the design of information governance frameworks; research and draft guidance for collaboration projects; conduct impact and risk assessments; convene stakeholders from the public, third and private sectors; and support the delivery of training and awareness initiatives. 


Key Tasks and Accountabilities:

Key tasks and accountabilities are intended to be a guide to the range and level of work expected of the post holder. This is not an exhaustive list of all tasks that may fall to the post holder and employees will be expected to carry out such other reasonable duties which may be required from time to time. 

Data for London
· Provide expert, practical information governance advice to GLA colleagues and assist in the development and implementation of information governance frameworks, policies, and procedures for the Data for London Platform.
· Deliver      the information governance-related aspects of product development activities including discovery and definition of end user outcomes, identifying and investigating risks, and reviewing functionality.
· Undertake, oversee and maintain Data Protection Impact Assessments (DPIAs) and Data Sharing Agreements (DSAs) for relevant GLA projects, which will include the Get Britain Working Trailblazers, and Energy and Retrofit projects.
· Advise on the development and maintenance of information asset registers and data flow mapping for the platform.
· Advise on effective frameworks and processes for the management of data subject rights requests and data breaches for the platform.

Foundational activities
· Work with the Pan-London Information Governance Lead to provide expert advice and undertake activities to ensure      the delivery of pan-London data collaboration projects and information governance initiatives.
· Help LOTI, London Councils, the GLA and other partners to achieve compliance with relevant legislation including UK GDPR and the Data Protection Act 2018, and the data protection principles.
· Convene and support multi-agency working groups for creating DPIAs and DSAs for pan-London collaboration projects.
· Conduct DPIAs and develop DSAs and NDAs for data sharing initiatives, including providing input to Equalities Impact Assessments and Algorithmic Impact Assessments.
· Assist in the monitoring and evaluation of information governance compliance across pan-London collaboration projects.
· Be the LOTI point of contact for people interested in pan-London data sharing and support the Pan-London Information Governance Lead in responding to information governance queries.
· Support the development and delivery of training and awareness sessions on information governance best practice and individual collaboration projects.
· Create and support positive relationships across a range of organisations.
· Collaborate with other London public sector information governance professionals and stakeholders to ensure consistency and best practice.
· Maintain awareness of evolving information governance legislation and best practice.

About You
Our ideal candidate will:
· Care about achieving outcomes that support innovation and benefit London and its population.
· Demonstrate understanding of and experience in supporting organisations to comply with information governance principles and data protection legislation (UK GDPR, Data Protection Act 2018).
· Have experience conducting Data Protection Impact Assessments (DPIAs), particularly for collaboration projects and multi-agency data sharing.
· Be able to take a multi-agency approach, researching legislation and best practice for different public sector stakeholders, and advising on how these responsibilities align for the proposed collaboration project.
· Have sound legal research and analytical skills - to understand project ambitions and drivers, and identify relevant legal gateways, requirements and limitations when sharing data. 
· Have some knowledge of cyber security considerations as part of information governance. 
· Enjoy problem-solving in new, complex and sometimes ambiguous environments where both creativity and pragmatism are required.
· Seek to identify opportunities to increase compliance and improve approaches to multi-agency projects.
· Show excellent communication and interpersonal skills, with the ability to manage stakeholder expectations and explain complex information in a clear and concise manner. 
· Have the ability to work independently and as part of a team. 
· Have strong organisational and time management skills that allow you to manage fluctuating demand across multiple projects.

You will preferably have:
· Experience working in the public sector.
· Knowledge of data sharing platforms and technologies.
· Experience of agile methods in software development.

How We Work
The LOTI team is currently made up of ten people. While small, LOTI can draw on the time, ideas and talents of dozens of people from across all our members. We are committed to being a high-performing team, constantly reviewing, learning and adapting our ways of working, and operating in a high-challenge, high-support culture.


Hybrid working
As a team that strives for high performance, LOTI team members are encouraged to work where they can be most effective, whether that be in the London Councils’ office, at a borough site or remotely. We also know that strong teams need to spend time with each other. 

The whole LOTI team gets together in person at 12 Arthur Street at least once a fortnight, and holds two in-person Team Away Days each year. LOTI team members additionally need to be available to help with in-person events, workshops and meetings in London. 
The Data for London team in the GLA gathers in the office at 169 Union Street on Wednesdays, which is a great moment to see the team. However, the agile software development team has fully remote members and so all key meetings are virtual. In addition, there are occasional in-person events, workshops, and meetings in London, particularly during London Data Week in July. 

The post holder should be willing and able to spend at least 2 days per week at London Councils and GLA offices.
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Personal Specification

	Job Title: Pan-London IG Officer
	Service Area: LOTI


	Grade: D

	Post Number/Evaluation number:  TBC

	Date last updated:  11/11/2025

	Reporting to (Line manager of post): Pan London Information Governance Lead
	Responsible for (Inc Staff and Budget):
N/A



	



	IMPORTANT INFORMATION FOR APPLICANTS

	The criteria listed in this Person Specification are all essential to the job.  Where the Method of Assessment is stated to be the CV and/or sifting questions, your application needs to demonstrate clearly and concisely how you meet each of the criteria, even if other methods of assessment are also shown.  If you do not address these criteria fully, or if we do not consider that you meet them, you will not be shortlisted.  Please give specific examples wherever possible.



	EQUALITY AND DIVERSITY

	We are committed to and champion equality and diversity in all aspects of employment with the London Councils.  All employees are expected to understand and promote our Equality and Diversity Policy in the course of their work.


	PROTECTING OUR STAFF AND SERVICES

	Adherence to Health and Safety requirements and proper risk management is required from all employees in so far as is relevant to their role. All employees are expected to understand and promote good Health and Safety practices and manage risks appropriately.



	
CRITERIA- Essential

	
METHOD OF ASSESSMENT

	
KNOWLEDGE:
Demonstrate understanding of and experience in supporting organisations to comply with information governance principles and data protection legislation (UK GDPR, Data Protection Act 2018).

· Have some knowledge of cyber security considerations as part of information governance.






	
Sift Questions/Interview and/or
Anonymised CVs 



	
SKILLS AND ABILITIES:
Be able to take a multi-agency approach, researching legislation and best practice for different public sector stakeholders, and advising on how these responsibilities align for the proposed collaboration project.


Have sound legal research and analytical skills - to understand project ambitions and drivers, and identify relevant legal gateways, requirements and limitations when sharing data
· Develop and test innovative 
approaches and processes for achieving data sharing in complex multi-stakeholder environments
 .
· Show excellent communication and interpersonal skills, with the ability to manage stakeholder expectations and explain complex information in a clear and concise manner. 
· Have the ability to work independently and as part of a team. 
· Have strong organisational and time management skills that allow you to manage fluctuating demand across multiple projects.

EXPERIENCE:
· Have experience conducting Data Protection Impact Assessments (DPIAs), particularly for collaboration projects and multi-agency data sharing.

	
Sift Questions/Interview and/or
Anonymised CVs



	
PERSONAL STYLE AND BEHAVIOUR:

· Care about achieving outcomes that support innovation and benefit London and its population.
· Enjoy problem-solving in new, complex and sometimes ambiguous environments where both creativity and pragmatism are required.
· Seek to identify opportunities to increase compliance and improve approaches to multi-agency projects.









	
Sift Questions/Interview and/or
Anonymised CVs







	
OTHER SPECIAL REQUIREMENTS:

You will preferably have:
· Experience working in the public sector.
· Knowledge of data sharing platforms and technologies.
· Experience of agile methods in software development.


	
Sift Questions/Interview and/or
Anonymised CVs







Satisfactory clearance at conditional offer stage

















London Councils Behaviours:
Trusted through Collaboration - How we demonstrate this Value (behaviours):
· We create trusting relationships where we value feedback and it’s safe to challenge, and we treat sensitive information with respect
· We are transparent, accountable, and open in how we work with each other, our members, and our partners
· We communicate clearly and openly, ensuring information flows freely across all levels and functions, so everyone feels included and valued
· We learn, develop, and innovate through our collaborative approach – sharing our knowledge to deliver better outcomes
Rooted in Respect - How we demonstrate this Value (behaviours):
· We engage respectfully, by listening actively and responding thoughtfully, recognising the value in others’ contributions and feedback
· We embed equity and equality in our decisions, processes, and daily actions
· We challenge bias and remove barriers to fairness and inclusion, recognising that fairness requires addressing unequal starting conditions
· We create a welcoming, inclusive environment where everyone feels they belong
Driven by Purpose - How we demonstrate this Value (behaviours):
· We work together to maximise our personal and collective impact
· We listen carefully to our members, communities and partners, making sure their needs shape our 
shared goals
· We adapt quickly and learn continuously to continue delivering meaningful change
· We stay united and focused, even when priorities shift and challenges emerge


How We Work
The LOTI team is currently made up of ten people. While small, LOTI can draw on the time, ideas and talents of dozens of people from across all our members. We are committed to being a high-performing team, constantly reviewing, learning and adapting our ways of working, and operating in a high-challenge, high-support culture.
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